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Now...a !

Over 400 Malwares Specifically
for Mobile Phones

Affecting Numerous OS’s
Very Prevalent in Europe / India
Rising Concern in USA
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The following information is for
EDUCATIONAL PURPOSES ONLY!

The Presenter Is in no way advising of,
encouraging, condoning or recommending the

use of any of the products described. Mobile
Spy-ware is illegal to use, insert and/or monitor
without the express consent of all parties
Involved.

Contact your specific Local, State and Federal
Laws and Authorities for more information.




Law

ILLEGAL = WIRETAPPING

See:

CHAPTER 119—WIRE AND ELECTRONIC
COMMUNICATIONS INTERCEPTION
AND INTERCEPTION OF ORAL
COMMUNICATIONS




Why Are
Phones Bugged?
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Blue Jacking: the start

Bluesnarfing: “The art of hacking a wireless
bluetooth connection”

83 BlueSnarf’




e Profit: Intellectual Property

Industrial Espionage
Company Secrets
Competition

Governmental Secrets




Nokia 1100

Made in Germany
Produced in 2003
Used in Theft of
“mTAN”

(mobile Transaction
Authentication Number)

Selling for over
$7, 000 on street




2 Stal k| ng: Domestic Cases

Cause Perception of Threat
or Harm to Victim

e Terrorist Intentions




Types of “BUGS”




Hardware Type

GSM Spy Phone
Bugging Device
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Software Type
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VIEW CONTACTS LIST
READ TEXT MESSAGES (SMS)
VIEW CALLS MADE / CALLS RECIEVED
SET THE TARGET PHONE TO CALL YOU WHENEVER IT MAKES
OR RECEIVES A CALL
VIEW PHOTOS
MANY MORE FUNCTIONS

Only $149.95 $69.95 FOR A LIMITED TIME!

DOWNLOAD RIGHT NOW!!



MOBILE-

OFTWARE FOR SMARTPFHOMES

For Symbian OS, WinMo and iPhone
Remote Logs (using their site):
-SMS

-Call Log
-Web Site URL'’s
-Log Summary




|Installs Easily
Can be “Lost”

sEasy Retrievability

Work eq/
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