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Once a Once a JokeJoke……



Conspiracy???Conspiracy???



Now…a Now…a RealityReality !!

�� Over 400 Malwares Specifically     Over 400 Malwares Specifically     
for Mobile Phonesfor Mobile Phones

�� Affecting Numerous OS’sAffecting Numerous OS’s�� Affecting Numerous OS’sAffecting Numerous OS’s
�� Very Prevalent in Europe / IndiaVery Prevalent in Europe / India
�� Rising Concern in USARising Concern in USA



YouTube VideoYouTube Video

Watch Watch 
For For 
FamousFamous
Personality!Personality!Personality!Personality!



DISCLAIMERDISCLAIMER

The following information is for
EDUCATIONAL PURPOSES ONLY!

The Presenter is in no way advising of, 
encouraging, condoning  or recommending the 
use of any of the products described.  Mobile use of any of the products described.  Mobile 
Spy-ware is illegal to use, insert and/or monitor 
without the express consent of all parties 
involved.

Contact your specific Local, State and Federal 
Laws and Authorities for more information.



LawLaw

ILLEGAL = WIRETAPPINGILLEGAL = WIRETAPPING

See:See:See:See:
CHAPTER 119CHAPTER 119——WIRE AND ELECTRONIC WIRE AND ELECTRONIC 

COMMUNICATIONS INTERCEPTION COMMUNICATIONS INTERCEPTION 
AND INTERCEPTION OF ORAL AND INTERCEPTION OF ORAL 

COMMUNICATIONSCOMMUNICATIONS



Why Are Why Are 
Phones Bugged?Phones Bugged?

••FunFun
Blue Jacking: Blue Jacking: the startthe startBlue Jacking: Blue Jacking: the startthe start

BluesnarfingBluesnarfing: “The art of hacking a wireless : “The art of hacking a wireless 
bluetoothbluetooth connection”connection”



• Profit:  Intellectual Property

Industrial Espionage

Company Secrets

Competition

Governmental Secrets



Nokia 1100Nokia 1100

�� Made in GermanyMade in Germany
�� Produced in 2003Produced in 2003
�� Used in Theft ofUsed in Theft of

“mTAN” “mTAN” “mTAN” “mTAN” 
(mobile Transaction    (mobile Transaction    

Authentication Number)Authentication Number)

�� Selling for over Selling for over 
$7, 000 on street$7, 000 on street



••Stalking: Stalking: Domestic CasesDomestic Cases

Cause Perception of ThreatCause Perception of Threat
or Harm to Victimor Harm to Victim

••Terrorist IntentionsTerrorist Intentions



Types of “BUGS”



Hardware TypeHardware Type

�� GSM Spy Phone GSM Spy Phone 
Bugging DeviceBugging DeviceBugging DeviceBugging Device



Software Type



ee--Stealth BluetoothStealth Bluetooth
From From ee--Stealth.comStealth.com



�� For  For  SymbianSymbian OS, OS, WinMoWinMo and and iPhoneiPhone
�� Remote Logs (using their site): Remote Logs (using their site): 

--SMSSMS
--Call LogCall Log--Call LogCall Log
--Web Site URL’sWeb Site URL’s
--Log SummaryLog Summary



•Installs Easily

•Can be “Lost”

•Easy Retrievability



DexRexDexRex

For For Blackberry’s OnlyBlackberry’s Only
Free!Free!

Easy to InstallEasy to Install



Can Hide the Icon



Can’t Hide the App



Log In, See All SMS Text 
Messages



FlexiFlexi--SpySpy

�� 4 Versions4 Versions
�� OS SensitiveOS Sensitive
�� RemoteRemote

ListeningListeningListeningListening



How is a Phone Bugged?How is a Phone Bugged?

�� Bluetooth (??????)Bluetooth (??????)
�� Direct Connect with:Direct Connect with:

* Computer (with Cable)* Computer (with Cable)
* Utilizing the Browser on Phone (Internet)* Utilizing the Browser on Phone (Internet)* Utilizing the Browser on Phone (Internet)* Utilizing the Browser on Phone (Internet)
*  Email Attachment*  Email Attachment

Key: Phone Key: Phone in Possessionin Possession of Badof Bad--Guy Guy 



How to Tell if Phone Bugged?How to Tell if Phone Bugged?

�� Unusual Behavior in the PhoneUnusual Behavior in the Phone
Battery: Battery: 
�� WarmWarm
�� DrainedDrained�� DrainedDrained

�� Unusual LightingUnusual Lighting
�� More than Usual Charges (SMS, DATA)More than Usual Charges (SMS, DATA)
�� Questionable Forwarding NumberQuestionable Forwarding Number
�� CoincidencesCoincidences



TechnicalTechnical

1.1. Not every phone can be buggedNot every phone can be bugged
2.2. Look at all SettingsLook at all Settings

GPS: Locate On?GPS: Locate On?
Bluetooth:  Open? Devices Found?Bluetooth:  Open? Devices Found?

3.3. Check the APPS/ProgramsCheck the APPS/Programs3.3. Check the APPS/ProgramsCheck the APPS/Programs
4.4. Not in SIM (cannot hold a program)Not in SIM (cannot hold a program)
5.5. Frequent SignalsFrequent Signals
6.6. Check the Memory CardCheck the Memory Card
7.7. Examine File SystemExamine File System



How to Prevent BuggingHow to Prevent Bugging

�� Maintain Contact of Phone at ALL TimesMaintain Contact of Phone at ALL Times
�� Turn Off Bluetooth When Not in UseTurn Off Bluetooth When Not in Use
�� Download Anti Spyware Software Download Anti Spyware Software (if applicable)(if applicable)

�� Use a Simple, Pay per Use Phone Use a Simple, Pay per Use Phone (no data plan)(no data plan)�� Use a Simple, Pay per Use Phone Use a Simple, Pay per Use Phone 
�� Be Careful What You Open !Be Careful What You Open !
�� Look For Other “Bugs” (car, room, office)Look For Other “Bugs” (car, room, office)
�� 95% Fool Proof Way to Protect Phone…95% Fool Proof Way to Protect Phone…

PASSWORD  Protect!PASSWORD  Protect!



Wrap Wrap -- UpUp

�� Threat is Threat is REAL REAL & Ongoing& Ongoing

�� Not all Phones AffectedNot all Phones Affected
�� Most Compromises PreventableMost Compromises Preventable�� Most Compromises PreventableMost Compromises Preventable
�� Use Common SenseUse Common Sense
�� Watch Your Surroundings Watch Your Surroundings 
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