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Using file metadata to verify the source 
of a particular image.

Author: Sam Brothers
Director of Digital Forensics
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� Presented with a phone possibly containing 
suspected child pornography images.  Owner 
of the device stated: “Images on the phone 
were emailed to the device and NOT taken were emailed to the device and NOT taken 
by the device.”

� I began with the hypothesis that this 
statement was correct and attempted to 
prove/disprove it.
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� Scenario: Mobile Phone (with camera) 
presented with images stored in the phone.

� Issue: Determine if images were taken by the 
camera in the phone.camera in the phone.

� Just use EXIF Data?  NOT so fast!!!!
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Camera: Apple iPhone
Exposure: f/2.8
Date: January 11, 2009 1:24:05PM (timezone not specified)

(4 months, 14 days, 17 hours, 32 minutes, 26 seconds ago, assuming an 
image timezone of US Pacific)

Location: Map via encoded GPS coordinates: at Google, at Yahoo!
(also see the Google Maps pane below)
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EXIF — this group of metadata is encoded in 9,953 bytes (9.7k)

Color Space sRGB

Compression JPEG (old-style)

Create Date 2009:01:11 13:24:05
4 months, 14 days, 17 hours, 32 minutes, 26 seconds ago

Date/Time Original 2009:01:11 13:24:05
4 months, 14 days, 17 hours, 32 minutes, 26 seconds ago

Exif Image Size 1,600 × 1,200

F Number 2.8

GPS Latitude 36.170833 degrees

GPS Latitude Ref North

File — basic information derived from the file. 

Bits Per Sample 8

Color Components 3

Encoding Process Baseline DCT, Huffman coding

File: 1,200 × 1,600 JPEG (1.9 megapixels)
583,971 bytes (0.56 megabytes) Image compression: 90%

Color Encoding: WARNING: Color space tagged as sRGB, without an embedded color profile. 
Windows and Mac web browsers will treat the colors randomly.
Images for the web are most widly viewable when in the sRGB color space 
and with an embedded color profile. See my Introduction to Digital-Image 
Color Spaces for more information.

GPS Latitude Ref North

GPS Longitude 115.143833 degrees

GPS Longitude Ref West

GPS Time Stamp 13:24:08.44

Gamma 2.2

Make Apple

Camera Model Name iPhone

Modify Date 2009:01:11 13:24:05
4 months, 14 days, 17 hours, 32 minutes, 26 seconds ago

Orientation Rotate 90 CW

Resolution 72 pixels/inch

Thumbnail Length 9,392

Encoding Process Baseline DCT, Huffman coding

Exif Byte Order Big-endian (Motorola, MM)

File Size 570 kB

File Type JPEG

Image Size 1,600 × 1,200

MIME Type image/jpeg

Y Cb Cr Sub Sampling YCbCr4:2:2 (2 1)
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Basic Image Information
File: 480 × 640 JPEG 

21,922 bytes (0.021 megabytes) Image compression: 98%

Color Encoding: WARNING: No color-space metadata and no embedded color profile: 
Windows and Mac web browsers treat colors randomly.
Images for the web are most widly viewable when in the sRGB color 
space and with an embedded color profile. See my Introduction to Digital-
Image Color Spaces for more information.

JFIF

JFIF Version 1.0

Resolution 1 pixels/NoneResolution 1 pixels/None

Thumbnail Image (703 bytes binary data)

File — basic information derived from the file.

Bits Per Sample 8

Color Components 3

Encoding Process Baseline DCT, Huffman coding

File Size 21 kB

File Type JPEG

Image Size 640 × 480

MIME Type image/jpeg

Y Cb Cr Sub Sampling YCbCr4:2:0 (2 2)
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� Problem:  No EXIF image Data present.
� Solution: Create list of factors to 

verify/disprove a specific source device of an 
image.image.

� Hence: Image Ballistics!
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� (3 – 4) Sample Phones:

� Make (e.g., Motorola)
� Model (e.g., V3, V3r, i780)
� Firmware (Sticker – VERIFY!)
� Manufacture Date (Sticker – VERIFY!)
� Serial Number Series (Sticker – VERIFY!)� Serial Number Series (Sticker – VERIFY!)

� 10-15 images per phone should be collected as 
baseline images:
� With/Without Memory Card
� Memory full conditions
� Various camera image settings
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1. File Name
2. Contiguous File
3. File Location
4. File Extension
5. File Header Signature
6. File Metadata (EXIF)6. File Metadata (EXIF)
7. File Size
8. File Time/ File Name Correlation
9. Thumbnail Data
10. Quantization Tables
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� Does the filename match the naming 
convention of the photos taken by the phone 
in the camera?
� Image001.JPG Image007.JPG� Image001.JPG Image007.JPG
� File0022.JPG HereKitty.JPG
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� Image001.JPG
� Image007.JPG
� Image002.JPG

� Is the file in question contiguous as stored?
� Image001.JPG
� Image004.JPG
� Image007.JPG � Image002.JPG� Image007.JPG
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� Does the location of the image match those 
of the reference images?
� Images taken by the camera may be stored in 

different locations dependant on:
1. Phone Settings
2. Media type inserted (e.g., MicroSD Memory)
3. Space available (e.g., Phone’s memory may be full)
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� Does the file extension match the extension 
those of the reference images?

� If reference is: Image001.JPG:
� Image007.JPG� Image007.JPG
� Image007.JPEG
� Image007.TIFF
� Image007.BMP
� Image007.GIF
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� Does the header signature match the 
reference files?
� Hexadecimal representation:

� FF D8 FF E0 01 E1 4A 46 49 46 00� FF D8 FF E0 01 E1 4A 46 49 46 00

� ASCII representation
� ¨yØ¨y´a..JFIF.

� Feel free to use the Hex Editor of your 
choosing!
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� EXIF Data can reveal a myriad of attributes:
� (Assuming it is there!)

Manufacturer CASIO

Model QV-4000

Orientation top - left

Software Ver1.01

ComponentsConfiguration Y Cb Cr -

Compressed Bits per Pixel 4.01

Exposure Bias 0.0
Date and Time 2003:08:11 16:45:32

YCbCr Positioning centered

Compression JPEG compression

x-Resolution 72.00

y-Resolution 72.00

Resolution Unit Inch

Exposure Time 1/659 sec.

FNumber f/4.0

ExposureProgram Normal program

Exif Version Exif Version 2.1

Date and Time (original) 2003:08:11 16:45:32

Date and Time (digitized) 2003:08:11 16:45:32

MaxApertureValue 2.00

Metering Mode Pattern

Flash Flash did not fire.

Focal Length 20.1 mm

MakerNote 432 bytes unknown data

FlashPixVersion FlashPix Version 1.0

Color Space sRGB

PixelXDimension 2240

PixelYDimension 1680

File Source DSC

InteroperabilityIndex R98

InteroperabilityVersion (null)
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� EXIF data can be spread anywhere within a file, thus, software is likely 

to corrupt any pointers or corresponding data that it can not 
decode/encode.

� MakerNote tag: Allows custom format metadata in the file. Prohibitively 
difficult to retrieve this information from an image (or properly preserve it 
when rewriting an image).

� Encrypted portions of the metadata. (e.g., Nikon encrypts detailed lens 
data)data)

� Only allows TIFF or JPEG files — No provision for a "raw" file type 
(direct data dump from the sensor device).

� EXIF states color depth is always 24 bits. Some newer cameras capture 
36 bits of color per pixel.

� No provision for video files. 
� Photo manipulation software sometimes fails to update the embedded 

thumbnail after an editing operation. (We can exploit this!)
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� Exif metadata is restricted in size to 64 kB. Although you may span 

multiple JPEG APP2 segments, these extensions are not commonly 
used. Thus, some camera manufacturers, developed non-standard 
techniques for LCD preview images.

� Time-zone information along with the time is not captured, thus 
rendering the stored time ambiguous.

� No field to record readouts of a camera's accelerometers or inertial 
navigation system.  This could establish relative camera positions or navigation system.  This could establish relative camera positions or 
orientations in a sequence of photos.
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� Since, EXIF data is usually NOT stored for 
cameras in many phones.

� You may be able to make a determination by 
a comparison exam of the first ~1024 bytes.a comparison exam of the first ~1024 bytes.

� I used Notepad++ Version 5.3.1 with the 
Compare Plug-In
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1. Open (2) Images in Notepad++
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2. Choose Compare Plug-In


�������� ��



7
	.��+���8�/99����
!��
#

The first 751 bytes are the same for all 
images taken by this particular device!
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� Does the file size match those of the settings 
in the device you are comparing.
� This may allow you to rule out files of a size that 

are too large or too small.
� Several reference images using identical 

settings/phones could be used for a sample data 
set to determine the average file size
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� Does the file time stamps match the naming 
convention? 

� Some phones create file names with the 
current date/time as the file name.current date/time as the file name.
� Current Date: October 21, 2008
� File name: Oct21_001.JPG
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� Does the Thumbnail contain additional visual 

artifacts?
� Mismatched thumbnails are more common that 

you may expect.  (e.g., Cat Schwartz).
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� Quantization Tables: Lossy compression 

scheme employs that controls the amount of 
compression achieved in an image.

� Different cameras typically employ different 
tables.tables.

� Comparison of an image’s quantization 
scheme to a database of known cameras 
affords a simple technique for confirming or 
denying an image’s source.
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� www.impulseadventure.com

� JPEGsnoop - JPEG File Decoding Utility
� Calvin Hass © 2009

� “JPEGsnoop is a free Windows application that 
examines and decodes the inner details of JPEG 
and MotionJPEG AVI files. It can also be used to and MotionJPEG AVI files. It can also be used to 
analyze the source of an image to test its 
authenticity.”

� Database of known devices.  The user may 
add reference data to the database.

� Please Donate!
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� “While the JPEG quantization is clearly not 
perfectly unique, it is reasonably effective at 
narrowing the source of an image to a single 
camera make and model or to a small set of camera make and model or to a small set of 
possible cameras (on average, this set size is 
1.43).”*

*Farid, Hany Digital Image Ballistics from JPEG Quantization, Department of 
Computer Science Dartmouth College, 2007
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� This is not intended to be an all-inclusive list.  
Special consideration may need to be taken 
into account for certain phones.

� No single item alone should be construed as � No single item alone should be construed as 
conclusive results.  Your conclusion should 
be made in totality of the data.
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Sam Brothers
Director of Digital Forensics
QinetiQ North America
sam.brothers@associates.dhs.govsam.brothers@associates.dhs.gov
Phone: (703) 921-7149
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