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F - Gregoery: Smith

cipall eff Tirew: & Co - consulting| ferensic engineers & Chief
INIRg Officer Tirew MTE

»CoreperatesHiew MiE (Molile Telephene Evidence)
andivielrieielephoner Examinauen Beand (VIEBE)

s 20yIS EXPENERNCE: Off telecem evidence. 18yrs Gl WRIch
nanaling wirelessrevidence: 14yis eitwhichrdealingwitirGSivi
evidence: (thus in at thestar o GSVNRITK)

= Jirains law’ enfercement aneSecuiiity/ SPECIIISISNIINTBIIIE
telephone examination and evidence

e Independent expert engaged bylpthipresecutioRrand defence
but not on retainer by any party
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N

ew of GSM EXxpert
Qualifications

ere are noe academic gualificatiens; for moenile
HORE evidence, taus reliant upen:

s KneWwiedge of all thercurrent and histemcal
LECHNGIGAN NOL MErely partis el

s SKillF="knewing Wha teN ek eI anc s applicaiien
10 & case

o EXperience (the lengertnerbetier)rasiaiiiereni
development generations\eiRGESIechnelegy can be
served In evidence
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N

ew of GSM EXxpert
Qualifications

ehlle Telephene Evidence: Diploma
(EdIP) BY 2006/2009

s SUPROK remiaw: enfercement
o SUPROr fromredlication
o SUppPOrt from INauStR;

e Viobile ‘Phone trainingiColISES
undertaken will act as creditspterDiploma
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elephoene History. ‘
PIONEERS

66 — James Clerk Viaxwellfpostulates EN
Ve phenemenen ethereal Wind= theer

— |Heimrch RudelifiHertz estanlISHES pProe|
eirEVINVave (Hertz cycle)

s 18951 = Gugliemo ViarconHiist USe oI WINEIESS
and st patent eiWireless commuRIcatiens

o 1905 — Reginald FessencdenMilst transnissien of
Speech and music VigranwirelessHliiaik
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elephoene History.
Unding| Forefather

— Nathan B. Stubblefield invented
first mohile phone 2! 100 years z10[0)

hangofthis §
: tautlm lark.. 4

http://www.sundaymirror.co.uk/news/sunday/2008/05/04/world-s-first- ears-ago-98487-20404740/
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elephoene History.
PIONEERS

1 =—"1970 ' Was Knewn as the' pre-
larera

s 11960 EopulaiFanalogue celltiziFera o)
thenwerd general

o 1990 — IntroductionreirdigitzifcelltiaiFera
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e Telephene Market

-millien: sukscrkers N UK = 2007 heyond pepulation
rauen

s EStimaied nearng 200 millien handsets/Slivi cards; it UK
(GpRrEXSSI PE PEKSEN) WithNntre o £5:00  iandsets/Siv
purchiase: (Tnclusiversivicredii 2008

s 55,000 Viasts inr UK =200y (couladreer nighefiirsmall masts
and Indeor coverageradded)

o Migration ter heuseholdNaserstatiensiane miREmastSwIith
Intreduction of femtocells’=estimatesiarer2=4~milioen
households with femtocells By 2012
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SSIVVIEIle Telephoene Market

igited 1991 (Phase 1 technelegy: rellout) -
[GFContent service - Voice, text messages, fax
| senvices callffierwvarding/varming

5e. 2 technelegy ntreduced 1995 oiferng
ERNERCEM VeIce capanilityand Rew: senvices - Caller
ldentificauen (CLI); caliiwaltineré: helcing anaicall
CONTERENCES

s Phase: 2+ IS/ 1 fact 2 SEHESI Gir REIeases (IRY96), ROV,
R9O8, RO9 etlc) that Intreducermew arnampreoVved
network capability’ and SERICEsSHeIRUSENNASIIV]
cards & handsets. Such asNeealISECNIEWS;
downloads, Images, enhanced iexiNmMESSages etc
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pile Telephone Market

T UK mainland eperators - Vodaione,
2 (B Celinet), Orange: & I-Viehile
(@RE=2-0ne)

s IUMERBLST SERVICE: ProViders: = Canphene
Waleheuse, PhenesZu e ERkieic

o lncreasing numbereiRVirtaisyvenhlle
Operators (VMOs) - Virgirvienpiie; iesco,
Sainsbury’s, easyMobilesBiE ele
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pile Telephone Market

t\/pPes; eff SulScrber

Ry Acceunt heIdEr WE iECEIVeS) a
meRtNZ BRI thuS acceunt NeIGEr s
ifzloerelo)]e

o Prepaid Accounthelder-apreEquirement
10 provide Identity GiRUSEN 2cecouRirUSEY
does not receive a mephlyAenifeliradds
credit to account as anGaViER
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GSM Moebile Evidence
N Criminal Cases

oM 1996 te 1996 approx S0-100rcases
/ealr

s OOV 2000200500  CaSESI PEI Veal

e 2000 tor 2008 tens el NUNGRECS BIFCASES
PEN year

o Research Nexis/LexisplEanwriDaicnases
Times Law: Reports, Baliranesniternet
etc
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VienIlEIEIEphone EViIdEnce

OVEIVIEW 01 GlenalfSyStemsHor Viehile
GSIVHFCOMmMURICANIGAS
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d Coen’s of Mohile
Zlephone Evidence

Netwoerk Structure



SiGIEIRSYstem for Viohile (GSM)
SEIIIRICation System Compoenent
Parts

MS - Mobile Station BTS - Base Transceiver Station
BSC - Base Station Controller MSC - Mobile services Switching Centre
HLR - Home Location Register VLR - Visitor Location Register
AUC - Authentication Centre EIR - Equipment Identity Register

© TREW MTE 2008



N

Telephone Evidence

IS reguired toe validate the sulbschber te
etwork and authenticate: the User so as; to

allsi o he made or recenved, put the: SiviFcan
CeMIermere Witheuit:a moekile telephene

o A S 2l PeWE SUPRIV; KeySHoK
diallingl pheRe nUmBErS aner e radierClCUIA/AIR
order that the: SV and aneset canrcomnunicatie
1o the mobile network

o \When operating together thessilviicararanaimonile
telephone are knewn as a
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elephone Evidence

talks te a
, the: mast se 1o
K, WHERNEIS WIthIR range: ol it Radie CoVEragE
ated from the mast can e emnicdirecuonal
(E60/0Earees) or sector directed (degrees). 1o
GEEHMIRENNE 120Ie CoVErage  area requikes
ana

10 comprenend therRENoeprnt

Off the: coverage' fifemrtieniast

o T[here mayhe many mastsHnresparcizr
geographical area and all wWillNeerconieliedr oy an
allecated

© TREW MTE 2008
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ViBI)IEY [ elephone Evidence ‘

can be considered a

mEPIIetelephone excliange known: as thie
e VISE coniiers

Wit thE Lo Validate
the sunpscrberand the HER ehtalns authentcauont from
the terallevwicalisy e

MSC equally’ confers Witirtie

o ensurerancset ST Rer Pamea: Al
confirmations (hir/auc/eir) are depesiteaNnrie

to enanertheViSTto
make/receive calls
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Mobile Telephene Evidence

anding GSM Development

presentation has been created to enable law
ment understand the importance of GSM
Standards, and their interaction with European and
domestic law. the Standards provide the technical
know-how and technical explanation for processes,
functions, memory and data relating to GSM that can
be used in evidence. It Is recommended law
enforcement personnel following attendance on a
Trew MTE training course make time to obtain, read
and comprehend the various GSM standards.
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Mobile Telephone Evidence

S, Legislation & Standards

e Directives needed to ratify the accord between
Member States, harmonise the legal principles and
distinguish standards in order to be subsumed into
existing or new domestic law.
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Mobile Telephone Evidence

S, Legislation & Standards

ean Directives - “Essential Requirements”

3/EEC Telecommunications Terminal Equipment (TTE)
Directive (relates to GSM 900MHz)

e 98/575/EC Common technical regulation for the general
attachment requirements for mobile stations intended to be
used with Phase Il public digital cellular telecommunications
networks operating in the GSM 1800 band

e 99/5/EC Radio & Telecommunications Terminal Equipment
(R&TTE) Directive (relates to GSM & 3G)

e plus other directives
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Mobile Telephone Evidence

S, Legislation & Standards

on Technical Regulations (CTR)
e Technical Basis for Regulation (TBR)
e ETSI Technical Standards (TS) &

e GSM Standards

e Objective - to meet the “Essential Requirements
emphatically stated by the Directives
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Mobile Telephone Evidence

S, Legislation & Standards

estic Law directly/indirectly relevant to mobile telephony
vidence:

elegraphy Act 1949

e Wireless Telegraphy Act (amended)

e The Telecommunications Act 1984

e The Communications Act 2003

e Data Protection Act 1984 and 1998

e Mobile Telephone (Re-Programming) Act 2002

e Regulation of Investigatory Powers Act 2000
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Telephone Evidence
GSV Stanaards

to determine that the “essential requirements”
met through compliance with standards : ETSI -
word “shall” meaning “mandatory”

Astiheracademic auther Wiliam\Weblrstatedinfhisiboek ihe Compleie
Wireless Communicanons Plieliessionals at pages; 306 and SOV - WhenR
discussing GSVI Standards::

— Fthe text s tor ferm parieirthesinal standardi imust e Completely clear
and unambigueus; Eer examplesinrEnghishrthewerds shouldmighs may,
and' couldrare all ambigueUs=HiNSInoN cleamWhethera paiiichliaim action| IS
required or not reguired. ETSIFgUICGERES mandater the user el the word
shall te indicate a particular acticimuSHE PEHGHNECS:

— When youl read the word “shall” in asstandardNisranalogous to reading
the word “shall” within a Statute, SUGEESUREE AN affirmative duty.
emphatically stated by the Act.
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Telephone Evidence
GSV Standards

do “mandatory” requirements work.

ere technical iImplementation and outcome
(e.g. ICCID / IMSI)

»

2) Where technical implementation is but
the outcome is (e.g. HPLMN)

3) Where technical implementation is but the
outcome is If implemented (e.g SMS text
messages)

4) Where technical implementation Is but the

outcome Is If implemented (Cust Files: IMEI)
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elephoene Evidence
GSM Stanadards

Standards

11.11 (Foundation standard 5V), GSM 11.12 (3-Volt),
SM 11.18 (1.8-Volt)

M 11.13 (Java)

11.14 (SIM Application Toolkits)

GSM 11.17 (Conformance Tests)

GSM 09.91 (Backward compatibility)

GSM 03.03 (Numbering, addressing)
Fundamental standards that underpin GSM11:11
e |TU TE.118 (Numbering plan - ICCID)

e |TU TE.164 (Numbering plan'= MSISDN)

e |TU TE.212 (Numbering plan - IMSI)

e |TU TE.214 (Numbering plan - MSRN)
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elephoene Evidence
GSM Stanaards

obile Telephone Handset Standards
GSM 11.10 (Radio standard)

GSM 09.90 (Backward compatibility)

e GSM 03.03 (Numbering, addressing)

e GSM 02.30 (MMI for PIN *#06#)

e GSM 02.11 (Network Access & 999 etc)
e GSM 02.16 (IMEI)

e GSM 02.07 (MS features)

e GSM 02.06 (MS types)

e etlc
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elephoene Evidence
GSM Stanaards

obile Radio Network Standards
GSM 03.22 (Network Architecture)

GSM 04.08 (Radio Testing)
e GSM 05.05 (Transmission & Reception)

e GSM 05.08 (Radio Subsystem Link TA, Power
Control)

e GSM 05.22 (Cell layers & Dwell Time)
e GSM 05.50 (Background to RF Requirements)
e GSM 08.51 (General BSC-BTS)

e ITU-R P.1546 (Point-to-area terrestrial
predictions)
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yers & Dwell Thime

Large cell )

\ il Ll

N
AN

Copyright GSM Association: France Telecom/CNET
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