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Kevin Mansell & Control-F

 Kevin Mansell

 9 years experience in telecoms industry

 3 years as a high tech crime trainer at Wyboston

 Interpol

 ACPO Good Practice Guide for Computer-Based Electronic 

Evidence

 Founded Control-F in Jan 2007

 Focussing on training and consultancy in digital forensics

 Trained over 300 phone forensic examiners
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The Need to Dig Deeper

 “Beware the sausage machine 

and the wizard”

 Improved tool usability is a 

double-edged sword

 Examiners have a 

responsibility to

 Cross-check

 Use tools and processes 

appropriate to the case
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Do you want the other side in a case finding 

evidence that you missed?



Digging Deeper Into Pictures
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Digging Deeper Into Photos

 You WILL be asked whether 

Photo A came was taken on 

Handset X

 Several attributes can help us 

answer that question

 File name

 Dimensions

 Location on device

 Features of handset in question

 Internal characteristics of JPG file

 JFIF vs. EXIF vs. Samsung(!!)
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JPEG Flavours
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JFIF EXIF

EXIF is a more recent standard and most digital 

cameras produce EXIF JPGs

We will encounter both flavours on mobile phones



JPG Headers (1 of 4)
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EXIF JPGs start   FF D8 FF E1

EXIF JPGs may contain Equipment Make and
Equipment Model fields in EXIF header 



JPG Headers (2 of 4)
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JFIF JPGs start   FF D8 FF E0

JFIF JPGs do not typically contain useful

EXIF metadata in their headers 



JPG Headers (3 of 4)
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Samsung are special! FF D8 FF E0

E3

DB



JPG Headers (4 of 4)
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Some Samsung models produce JFIF JPGs with EXIF

metadata!



Can EXIF Metadata Be Spoofed?

© Control-F Ltd. 2008

Original picture
01042008.jpg

Original metadata indicates 

Nokia 6120c (correct)



Can EXIF Metadata Be Spoofed?
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Clone of picture
02042008.jpg

Metadata edited using hex 

editor to indicate Nokia 6680

Is there any way to 

tell we’ve been 

hoodwinked?



Introducing JPEG snoop

 JPEG snoop analyses JPG files to try and determine their 

origin

 And hence if they have been modified/forged

 Recognises compression pattern signatures for many 

different cameras and software packages

 Can be “trained” by adding known signatures to its 

database
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Can it spot our fake?

http://www.impulseadventure.com/photo/jpeg-snoop.html


Testing JPEG snoop

 We added sample photos for several handsets to 

the database (incl. Nokia 6120c and Nokia 6680)

 We then tested the original and fake pictures 

with JPEG snoop
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Original



Testing JPEG snoop

 We added sample photos for several handsets to 

the database (incl. Nokia 6120c and Nokia 6680)

 We then tested the original and fake pictures 

with JPEG snoop
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Fake



Gifts are always welcomed!

 O2 XDA Exec (a.k.a HTC Universal) kindly inserts 

the device owner’s name into the EXIF metadata!
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Digging Deeper Into Smartphones
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Know Your Enemy

 No agreed definition of what a 

smartphone is!

 Characteristics of a typical 

smartphone

 Fully featured handset

 Mid to high end price bracket

 Cable and Bluetooth connectivity

 Ability to install 3rd party apps

 Multi-tasking

 Removable memory card

 E.g. Symbian, Windows Mobile, 

Blackberry



The Silver Lined Cloud

But buried in a 
ton of irrelevant 
rubbish. Looks 
like I’ll be late 

home again

Cool! Loads 
of potential 

evidence



Symbian Series 60 3rd Edition

 Predictive text on Symbian

Series 60 3rd Ed.

 C:\Predic\ contains a .dat

file which records words added by 

user to predictive text dictionary

Just one of over 4,500 files recovered from the device!!



Opera Mobile

 Opera Mobile (commercial) v8.65 

on Nokia Symbian Series 60 3rd Ed.

 E:\SYSTEM\data\Opera contains

 Bookmarks file contains what 

you’d expect!

 cache4 sub-folder contains

 Cached HTML web pages (original 

filename lost)

 No obviously viewable graphics 

 cookies4.dat file contains 

traces of websites visited

 global.dat file contains nicely 

formatted list of websites visited 



Opera Mobile Artefacts

Bookmarks



Opera Mobile Artefacts

global.dat



Wrap Up

 When examining phones:

 Don’t rely on any single tool

 Always cross-check with the device

 Camera-phone pictures tend to retain 

characteristics of the original device

 Use tools like Exifer and JPEG snoop to analyse EXIF 

metadata

 Smartphone downloads can contain real 

evidential gold dust......if you bother to look!

And beware the sausage machine syndrome!
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kevin.mansell@controlf.net

+44 (0)7749 886450

www.controlf.net
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